cmsl12.3002.3. CONNECTION EST ABLISHMENT cmr12.300 29 cmtt10.329struct PSAPaddr *calling, *called; int prequirements, srequirements, settings, ndata; long isn; struct PSAPctxlist *ctxlist; OID defctxname; struct SSAPref *ref; PE *data; struct QOStype *qos; struct PSAPconnect *pc; struct PSAPindication *pi; cmr12.300The parameters to this pro cedure are: cmtt12.300calling cmbx12.300cmr12.300 the PSAP address of the initiator (use the manifest constan erb"NULLP A" if this is not unimp ortan t); cmtt12.300called cmbx12.300cmr12.300 the PSAP address of the resp onder; cmtt12.300ctxlist cmbx12.300cmr12.300 the list of prop osed presen tation con texts (only the cmtt12.300 pc_id cmr12.300cmtt12.300pc_asn cmr12.300 and optionally the cmtt12.300 pc_atn cmr12.300 elemen ts should �lled in); cmtt12.300defctxname cmbx12.300 cmr12.300 the prop osed default con texts; cmtt12.300prequirements cmbx12.300 cmr12.300 the presen tation requiremen ts; cmtt12.300srequirements cmbx12.300 cmr12.300 the session requiremen ts; cmtt12.300isn cmbx12.300 cmr12.300 the initial serial-n um er; cmtt12.300settings cmbx12.300 cmr12.300 the initial tok en settings; cmtt12.300ref cmbx12.300 cmr12.300 the connection iden ti�er used the initiator (consult page 52 for description of the cmtt12.300 SSAPref cmr12.300 structure); cmtt12.300data cmbx12.300 ndata cmbx12.300 cmr12.300 an cmtt12.300 arra of initial data (and the um er of elemen ts in that arra consult the arning on page 35); cmtt12.300qos cmbx12.300 cmr12.300 the qualit of service on the connection (see Section 4.6.2); cmr12.30030 cmsl12.300 CHAPTER 2. PRESENT TION SER VICES cmtt12.300pc cmbx12.300 cmr12.300 oin ter to cmtt12.300 PSAPconnect cmr12.300 structure, whic is up dated only if the call succeeds; and, cmtt12.300pi cmbx12.300 cmr12.300 oin ter to cmtt12.300 PSAPindication cmr12.300 structure, whic is up dated only if the call fails. If the call to cmtt12.300 PConnRequest cmr12.300 is successful (a successful return corresp onds to cmss12.300 P-CONNECT.CONFIRMA TION cmr12.300 ev en t), then information is returned in the cmtt12.300pc cmr12.300 parameter, whic is oin ter to cmtt12.300 PSAPconnect cmr12.300 structure. cmtt10.329struct PSAPconnect int pc_sd; struct PSAPaddr pc_responding; struct PSAPctxlsit pc_ctxlist; int pc_defctxresult; int pc_prequirements; int pc_srequirements; int pc_settings; int pc_please; long pc_isn; struct SSAPref pc_connect; int pc_ssdusize; struct QOStype pc_qos; int pc_result; struct SSAPref pc_connect; #define PC_SIZE 512 int pc_cc; char pc_data[PC_SIZE]; }; cmr12.300The elemen ts of this structure are: cmsl12.3002.3. CONNECTION EST ABLISHMENT cmr12.300 31 cmtt12.300pc sd cmbx12.300 cmr12.300 the presen tation-descriptor to used to reference this connec- tion; cmtt12.300pc responding cmbx12.300 cmr12.300 the resp onding eer’s address (whic is the same as the cmtt12.300called cmr12.300 parameter giv en to cmtt12.300 SConnRequest ); cmtt12.300pc cmr12.300 ctxlist cmbx12.300 cmr12.300 the (negotiated) list of presen tation con texts; cmtt12.300pc defctxresult cmbx12.300 cmr12.300 the resp onse to the prop osed default con text; cmtt12.300pc prequirements cmbx12.300 cmr12.300 the (negotiated) presen tation requiremen ts; cmtt12.300pc srequirements cmbx12.300 cmr12.300 the (negotiated) session requiremen ts; cmtt12.300pc settings cmbx12.300 cmr12.300 the (negotiated) initial tok en settings; cmtt12.300pc please cmbx12.300 cmr12.300 the tok ens whic the resp onder an ts to wn (if an y); cmtt12.300pc isn cmbx12.300 cmr12.300 the (negotiated) initial serial-n um er; cmtt12.300pc connect cmbx12.300 cmr12.300 the connection iden ti�er used the resp onder (consult page 52 for description of the cmtt12.300 SSAPref cmr12.300 structure); cmtt12.300pc ssdusize cmbx12.300 cmr12.300 the largest atomic SSDU size that can used on the connection (see the note on page 45); cmtt12.300pc qos cmbx12.300 cmr12.300 the qualit of service on the connection (see Section 4.6.2); and, cmtt12.300pc result cmbx12.300 cmr12.300 the connection resp onse; cmtt12.300pc info cmbx12.300 pc cmtt12.300 ninfo cmbx12.300 cmr12.300 an arra of initial data, and the um er of elemen ts in that arra If the call to cmtt12.300 PConnRequest cmr12.300 is successful, and the cmtt12.300 pc_result cmr12.300 elemen is set to cmtt12.300 PC_ACCEPT cmr12.300 then connection establishmen has completed and the users of the presen tation service no op erate as symmetric eers. If the call is successful, but the cmtt12.300 pc_result cmr12.300 elemen is not cmtt12.300 PC_ACCEPT cmr12.300 then the connec- tion has een rejected; consult able 2.1 to determine the reason (further information can found in the cmtt12.300 pi cmr12.300 parameter). Otherwise, if the call fails then the connection is not established and the cmtt12.300 PSAPabort cmr12.300 structure of the cmtt12.300PSAPindication cmr12.300 discriminated union has een up dated. cmr12.30032 cmsl12.300 CHAPTER 2. PRESENT TION SER VICES cmr12.300Note that the cmtt12.300 pc_info cmr12.300 elemen is allo cated via cmti12.300 mal lo cmr12.300 (3) and should released using the cmtt12.300 PCFREE cmr12.300 macro when no longer referenced. The cmtt12.300 PCFREE cmr12.300macro eha es as if it as de�ned as: cmtt10.329void PCFREE (pc) struct PSAPconnect *pc; cmr12.300The macro frees only the data allo cated cmtt12.300 PConnRequest cmr12.300 and not the cmtt12.300PSAPconnect cmr12.300 structure itself. urther, cmtt12.300 PCFREE cmr12.300 should called only if the call to the cmtt12.300 PConnRequest cmr12.300 routine returned cmtt12.300 OK cmr12.300

Normally cmtt12.300 PConnRequest cmr12.300 returns only after connection has succeeded or failed. This is termed cmti12.300 synchr onous cmr12.300 connection initiation. If the user desires, an cmti12.300 asynchr onous cmr12.300 connection ma initiated. The routine cmtt12.300 PConnRequest cmr12.300 is really macro whic calls the routine cmtt12.300 PAsynConnRequest cmr12.300 with an argumen indicating that connection should attempted sync hronously cmtt10.329int PAsynConnRequest (calling, called, ctxlist, defctxname, prequirements, srequirements, isn, settings, ref, data, ndata, qos, pc, pi, async) struct PSAPaddr *calling, *called; int prequirements, srequirements, settings, ndata, async; long isn; struct PSAPctxlist *ctxlist; OID defctxname; struct SSAPref *ref; PE *data; struct QOStype *qos; struct PSAPconnect *pc; struct PSAPindication *pi; cmr12.300The additional parameter to this pro cedure is: cmtt12.300async cmbx12.300 cmr12.300 whether the connection should initiated async hronously cmsl12.3002.3. CONNECTION EST ABLISHMENT cmr12.300 33 If the cmtt12.300 async cmr12.300 parameter is non-zero, then cmtt12.300 PAsynConnRequest cmr12.300 returns one of four alues: cmtt12.300 NOTOK cmr12.300 whic indicates that the connection request failed; cmtt12.300DONE cmr12.300 whic indicates that the connection request succeeded; or, either of cmtt12.300CONNECTING_1 cmr12.300 or cmtt12.300 CONNECTING_2 cmr12.300 whic indicates that the connection request is still in progress. In the �rst cases, the usual pro cedures for handling return alues from cmtt12.300 PConnRequest cmr12.300 are emplo ed (i.e., cmtt12.300 NOTOK cmr12.300 return from cmtt12.300PAsynConnRequest cmr12.300 is equiv alen to cmtt12.300 NOTOK cmr12.300 return from cmtt12.300 PConnRequest cmr12.300 and, cmtt12.300 DONE cmr12.300 return from cmtt12.300 PAsynConnRequest cmr12.300 is equiv alen to cmtt12.300 OK cmr12.300 return from cmtt12.300PConnRequest ). cmr12.300In the �nal case, when either cmtt12.300 CONNECTING_1 cmr12.300 or cmtt12.300 CONNECTING_2 cmr12.300 is returned, only the cmtt12.300 pc_sd cmr12.300 elemen of the cmtt12.300 pc cmr12.300 parameter has een up dated; it re ects the presen tation-descriptor to used to reference this connection. determine when the connection attempt has een completed, the rou- tine cmtt12.300 xselect cmr12.300 (consult Section 2.4 of cmti12.300 olume One cmr12.300 should used after calling cmtt12.300PSelectMask cmr12.300

In order to determine if the connection attempt as successful, the routine cmtt12.300 PAsynRetryRequest cmr12.300 is called: cmtt10.329int PAsynRetryRequest (sd, pc, pi) int sd; struct PSAPconnect *pc; struct PSAPindication *pi; cmr12.300The parameters to this pro cedure are: cmtt12.300sd cmbx12.300 cmr12.300 the presen tation-descriptor; cmtt12.300pc cmbx12.300 cmr12.300 oin ter to cmtt12.300 PSAPconnect cmr12.300 structure, whic is up dated only if the call succeeds; and, cmtt12.300pi cmbx12.300 cmr12.300 oin ter to cmtt12.300 PSAPindication cmr12.300 structure, whic is up dated only if the call fails. Again, one of three alues are returned: cmtt12.300 NOTOK cmr12.300 whic indicates that the connection request failed; cmtt12.300 DONE cmr12.300 whic indicates that the connection request succeeded; and, cmtt12.300 CONNECTING_1 cmr12.300 or cmtt12.300 CONNECTING_2 cmr12.300 whic indicates that the connection request is still in progress. Refer to Section 4.2.3 on page 112 for information on ho to mak e�cien use of the async hronous connection facilit cmr12.30034 cmsl12.300 CHAPTER 2. PRESENT TION SER VICES cmbx10.5182.4 Data ransfer cmr12.300Once the connection has een established, presen tation-descriptor is used to reference the connection. This is usually the �rst parameter giv en to an of the remaining routines in the cmti12.300 libpsap2 cmr12.300 (3n) library urther, the last parameter is usually oin ter to cmtt12.300 PSAPindication cmr12.300 structure (as describ ed on page 23). If call to one of these routines fails, then the structure is up dated. Consult the cmtt12.300 PSAPabort cmr12.300 elemen of the cmtt12.300 PSAPindication cmr12.300 structure. If the cmtt12.300 pa_reason cmr12.300 elemen of the cmtt12.300 PSAPabort cmr12.300 structure is asso ciated with fatal error, then the connection is closed. That is, cmss12.300 P-P-ABORT.INDICA TION cmr12.300ev en has ccurred. The cmtt12.300 PC_FATAL cmr12.300 macro can used to determine this. cmtt10.329int PC_FATAL (r) int r; cmr12.300The most common in terface error to ccur is cmtt12.300 PC_OPERATION cmr12.300 whic usually indicates that either the user is lac king wnership of session tok en to er- form an op eration, or that session requiremen required the op eration as not negotiated during connection establishmen t. or proto col purists, the cmtt12.300 PC_OFFICIAL cmr12.300 macro can used to determine if the error is an \o�cial" error as de�ned the sp eci�cation, or an \uno�cial" error used the implemen tation. cmtt10.329int PC_OFFICIAL (r) int r; cmr12.300All of the remaining routines in the cmti12.300 libpsap2 cmr12.300 (3n) library are iden tical to their coun terparts in the cmti12.300 libssap cmr12.300 (3n) library with these exceptions: cmsy10.360cmr12.300 The �nal parameter to eac routine is oin ter to cmtt12.300 PSAPindication cmr12.300structure, rather than cmtt12.300 SSAPindication cmr12.300 structure. cmsy10.360cmr12.300 An user data comp onen ts are sp eci�ed as an arra of presen tation elemen ts (and the um er of elemen ts in that arra y), rather than the base of haracter arra (and the um er of ctets to sen t). Note that an data to sen should ha the cmtt12.300 pe_context cmr12.300 elemen set to the desired presen tation con text. By default, presen tation elemen ts are initialized with the default con text (as represen ted the manifest constan cmtt12.300 PE_DFLT_CTX ). cmsl12.3002.5. ERR OR CONVENTIONS cmr12.300 35 cmsy10.360cmr12.300 Async hronous ev en handlers are called with oin ters to cmtt12.300 PSAP cmr12.300 struc- tures, rather tha cmtt12.300 SSAP cmr12.300 structures. cmsy10.360cmr12.300 With an indication whic ccurs, it is imp ortan to free an data whic migh ha een allo cated. The structures and corresp onding macros are: cmbx12.300Macro Structure oin ter cmtt12.300PXFREE cmr12.300struct PSAPdata cmtt12.300PTFREE cmr12.300struct PSAPtok en cmtt12.300PNFREE cmr12.300struct PSAPsync cmtt12.300PVFREE cmr12.300struct PSAP activit cmtt12.300PPFREE cmr12.300struct PSAPrep ort cmtt12.300PFFREE cmr12.300struct PSAP�nish cmtt12.300PRFREE cmr12.300struct PSAPrelease cmtt12.300PAFREE cmr12.300struct PSAP ab ort Note that these free the user data referenced the indication struc- tures, and not the structures themselv es. cmbx10.4322.4.1 Restrictions on User Data cmr12.300quote the ISO88a sp eci�cation: cmbx12.300NOTE: cmr12.300 or all services whic carry user data, excluding cmss12.300 P-D cmr12.300 and cmss12.300P-TYPED-D cmr12.300 it ma not ossible to exc hange user data, dep enden on the user data length limitation supp orted the underlying session services. cmbx10.5182.5 Error Con en tions cmr12.300All of the routines in this library return the manifest constan cmtt12.300 NOTOK cmr12.300 on error, and also up date the cmtt12.300 pi cmr12.300 parameter giv en to the routine. The cmtt12.300 pi_abort cmr12.300elemen of the cmtt12.300 PSAPindication cmr12.300 structure con tains cmtt12.300 PSAPabort cmr12.300 structure detailing the reason for the failure. The cmtt12.300 pa_reason cmr12.300 elemen of this latter structure can giv en as parameter to the routine cmtt12.300 PErrString cmr12.300 whic returns ull-terminated diagnostic string. cmtt10.329char *PErrString (c) int c; cmr12.30036 cmsl12.300 CHAPTER 2. PRESENT TION SER VICES cmbx10.5182.6 Compiling and Loading cmr12.300Programs using the cmti12.300 libpsap2 cmr12.300 (3n) library should include cmtt12.300 <isode/psap2.h> cmr12.300

The programs should also loaded with cmtt12.300 -lpsap2 cmr12.300 cmbx10.5182.7 An Example cmr12.300Let’s consider ho one migh construct source en tit that resides on the PSAP This en tit will use sync hronous in terface. There are parts to the program: initialization and data transfer; re- lease will ccur when the standard input has een exhausted. In our example, assume that the routine cmtt12.300 error cmr12.300 results in the pro cess eing terminated af- ter prin ting diagnostic. In Figure 2.2, the initialization steps for the source en tit including the outer cmti12.300 cmr12.300 wrapp er, is sho wn. First, lo okup is done in the ISO services database, and the cmtt12.300 PSAPaddr cmr12.300 is initialized. The cmtt12.300 SSAPref cmr12.300 is initialized using the routine cmtt12.300 addr2ref cmr12.300

This routine tak es string and returns oin ter to cmtt12.300 SSAPref cmr12.300 structure whic has een initialized to con tain the string and the curren UTC time. Next, for eac tok en asso ciated with the session requiremen ts, initial wnership of that tok en is claimed. Finally the call to cmtt12.300PConnRequest cmr12.300 is made. If the call is successful, hec is made to see if the remote user accepted the connection. If so, the presen tation-descriptor is captured, along with the negotiated requiremen ts and initial tok en settings. In Figure 2.3 on page 39, the data transfer lo op is realized. The source en tit reads line from the standard input, and then queues that line for sending to the remote side. When an end-of-�le ccurs on the standard input, the source en tit requests release and then gracefully terminates. Al- though no hec king is done in this example, for the calls to cmtt12.300 PDataRequest cmr12.300and cmtt12.300 PRelRequest cmr12.300 on failure hec for the op erational error cmtt12.300 PC_OPERATION cmr12.300should made. or cmtt12.300 PDataRequest cmr12.300 this ould ccur when the data tok en as not wned the user; for cmtt12.300 PRelRequest cmr12.300 this ould ccur when the release tok en as not wned the user. cmsl12.3002.7. AN EXAMPLE cmr12.300 37 cmbx10.329#include cmmi10.329 stdio.h cmmi10.329 cmbx10.329#include cmmi10.329 cmr10.329 iso cmr10.329 de cmmi10.329 psap2.h cmmi10.329 cmbx10.329#include cmmi10.329 cmr10.329 iso cmr10.329 de cmmi10.329 isoserv cmr10.329 en t.h cmmi10.329 cmbx10.329static in cmr10.329 requiremen ts SR HALFDUPLEX cmsy10.329 cmr10.329 SR NEGOTIA TED; cmbx10.329static in cmr10.329 wned 0; cmr7.30010 cmmi10.329cmti10.329

AR GSUSED cmmi10.329 cmr10.329main (argc, argv, en vp) cmbx10.329in cmr10.329 argc; cmbx10.329har cmr10.329 **argv, **en vp; cmsy10.329cmbx10.329in cmr10.329 sd, settings; cmbx10.329har cmr10.329 bu�er[BUFSIZ]; cmr7.300 20 cmbx10.329register struct cmr10.329 PSAP addr *pz; cmbx10.329register struct cmr10.329 SSAPref *sf; cmbx10.329struct cmr10.329 PSAPconnect cs; cmbx10.329register struct cmr10.329 PSAPconnect *p &p cs; cmbx10.329struct cmr10.329 PSAPrelease prs; cmbx10.329register struct cmr10.329 PSAPrelease *pr &prs; cmbx10.329struct cmr10.329 PSAPindication pis; cmbx10.329register struct cmr10.329 PSAPindication *pi &pis; cmbx10.329register struct cmr10.329 PSAP ab ort *pa &pi cmsy10.329 cmmi10.329 cmr10.329 pi ab ort; cmbx10.329register struct cmr10.329 isoserv en *is; cmr7.300 30 cmbx10.329if cmr10.329 ((is getisoserv en tb yname "sink" cmr10.329 cmtt10.329 "psap" )) cmr10.329 == cmtt10.329 NULL) error "psap/sink: cmtt10.329 unknown provider/entity pair" ); cmbx10.329if cmr10.329 (argc cmr10.329 != 2) error "usage: cmtt10.329 source \"host\"" ); cmr10.329... cmr12.300Figure 2.2: Initializing the PSAP source en tit cmr12.30038 cmsl12.300 CHAPTER 2. PRESENT TION SER VICES cmr10.329... cmbx10.329if cmr10.329 ((pz is2paddr (argv[1], NULLCP is)) == NULLP A) error "address cmtt10.329 translation failed" ); cmr10.329sf addr2ref (PLo calHostName ()); settings 0; cmbx10.329#de�ne cmr10.329 dotok en(requires,shift,bit,t yp e) cmsy10.329 cmbx10.329if cmr10.329 (requiremen ts requires) cmsy10.329 cmr7.300 10 cmr10.329settings cmsy10.329 cmr10.329

ST INIT ALUE cmmi10.329 << cmr10.329 shift; cmsy10.329 cmr10.329dotok ens (); cmbx10.329#undef cmr10.329 dotok en cmbx10.329if cmr10.329 (PConnRequest (NULLSA, pz, NULLPC, NULLOID, 0, requiremen ts, SERIAL NONE, settings, sf, NULLPEP 0, NULLQOS, c, pi) == NOTOK) error "P-CONNECT.REQUEST: cmtt10.329 %s" cmr10.329

PErrString (pa cmsy10.329 cmmi10.329 cmr10.329 pa reason)); cmbx10.329if cmr10.329 (p cmsy10.329 cmmi10.329 cmr10.329 result != PC CCEPT) error "connection cmtt10.329 rejected by sink: %s" cmr10.329 cmr7.300 20 cmr10.329PErrString (p cmsy10.329 cmmi10.329 cmr10.329 result)); sd cmsy10.329 cmmi10.329 cmr10.329 sd; requiremen ts cmsy10.329 cmmi10.329 cmr10.329 requiremen ts; cmbx10.329#de�ne cmr10.329 dotok en(requires,shift,bit,t yp e) cmsy10.329 cmbx10.329if cmr10.329 (requiremen ts requires) cmsy10.329 cmbx10.329if cmr10.329 ((p cmsy10.329 cmmi10.329 cmr10.329 settings (ST MASK cmmi10.329 << cmr10.329 shift)) cmsy10.329 cmr10.329== ST INIT ALUE) cmsy10.329 cmr7.300 30 cmr10.329wned cmsy10.329 cmr10.329 bit; cmsy10.329 cmr10.329dotok ens (); cmbx10.329#undef cmr10.329 dotok en PCFREE (p c); ... cmr12.300Figure 2.2: Initializing the PSAP source en tit (con tin ued)