cmsl12.3003.3. REMOTE OPERA TIONS cmr12.300 69 cmbx12.300Result Indication cmr12.300When an cmss12.300 RO-RESUL T.INDICA TION cmr12.300 ev en ccurs, the cmtt12.300 roi_type cmr12.300 �eld of the cmtt12.300roi cmr12.300 parameter con tains the alue cmtt12.300 ROI_RESULT cmr12.300and cmtt12.300 RoSAPresult cmr12.300 structure is con tained inside the cmtt12.300 roi cmr12.300 parameter. cmtt10.329struct RoSAPresult int ror_id; PE ror_result; }; cmr12.300The elemen ts of this structure are: cmtt12.300ror id cmbx12.300cmr12.300 the in cation ID of this reply whic is iden tical to the ID of the request whic generated the results; cmtt12.300ror op cmbx12.300cmr12.300 the op eration co de of the op eration erformed (meaningful only in the complete service discipline); and, cmtt12.300ror result cmbx12.300cmr12.300 the results of the op eration. Note that the cmtt12.300 ror_result cmr12.300 elemen is allo cated via cmti12.300 mal lo cmr12.300 (3) and should released using the cmtt12.300 RORFREE cmr12.300 macro when no longer referenced. The cmtt12.300 RORFREE cmr12.300macro eha es as if it as de�ned as: cmtt10.329void RORFREE (ror) struct RoSAPresult *ror; cmr12.300The macro frees only the data allo cated in the cmtt12.300 RoSAPresult cmr12.300 structure and not the structure itself. Under the basic service discipline, only the initiator to an asso ciation will receiv this ev en in resp onse to an earlier call to cmtt12.300 RoInvokeRequest cmr12.300 cmbx12.300Error Indication cmr12.300When an cmss12.300 RO-ERROR.INDICA TION cmr12.300 ev en ccurs, the cmtt12.300 roi_type cmr12.300 �eld of the cmtt12.300roi cmr12.300 parameter con tains the alue cmtt12.300 ROI_ERROR cmr12.300 and cmtt12.300 RoSAPerror cmr12.300 structure is con tained inside the cmtt12.300 roi cmr12.300 parameter. cmr12.30070 cmsl12.300 CHAPTER 3. REMOTE OPERA TIONS cmtt10.329struct RoSAPerror int roe_id; int roe_error; PE roe_param; }; cmr12.300The elemen ts of this structure are: cmtt12.300roe id cmbx12.300 cmr12.300 the in cation ID of this reply whic is iden tical to the ID of the request whic generated the error; cmtt12.300roe error cmbx12.300 cmr12.300 the error co de; and, cmtt12.300roe param cmbx12.300 cmr12.300 the parameters of the error. Note that the cmtt12.300 roe_param cmr12.300 elemen is allo cated via cmti12.300 mal lo cmr12.300 (3) and should released using the cmtt12.300 ROEFREE cmr12.300 macro when no longer referenced. The cmtt12.300 ROEFREE cmr12.300macro eha es as if it as de�ned as: cmtt10.329void ROEFREE (roe) struct RoSAPerror *roe; cmr12.300The macro frees only the data allo cated in the cmtt12.300 RoSAPerror cmr12.300 structure and not the structure itself. Under the basic service discipline, only the initiator to an asso ciation will receiv this ev en in resp onse to an earlier call to cmtt12.300 RoInvokeRequest cmr12.300 cmbx12.300User-Reject Indication cmr12.300When an cmss12.300 RO-U-REJECT.INDICA TION cmr12.300 ev en ccurs, the cmtt12.300 roi_type cmr12.300 �eld of the cmtt12.300 roi cmr12.300 parameter con tains the alue cmtt12.300 ROI_UREJECT cmr12.300 and cmtt12.300 RoSAPureject cmr12.300structure is con tained inside the cmtt12.300 roi cmr12.300 parameter. cmtt10.329struct RoSAPureject int rou_id; int rou_noid; int rou_reason; }; cmsl12.3003.3. REMOTE OPERA TIONS cmr12.300 71 The elemen ts of this structure are: cmtt12.300rou id cmbx12.300 cmr12.300 if cmtt12.300 rou_noid cmr12.300 is not set, then this con tains the in cation ID of the request whic generated the rejection; cmtt12.300rou noid cmbx12.300 cmr12.300 the in cation ID indicator (if set, then no request in partic- ular caused the rejection to generated); and, cmtt12.300rou reason cmbx12.300 cmr12.300 the reason for the rejection (a \non-fatal" user-initiated rejection co de listed in able 3.1). cmbx12.300End Indication cmr12.300When the cmtt12.300 roi_type cmr12.300 �eld of the cmtt12.300 roi cmr12.300 parameter con tains the alue cmtt12.300 ROI_END cmr12.300 cmtt12.300 RoSAPend cmr12.300 structure is con tained inside the cmtt12.300 roi cmr12.300 parameter. cmtt10.329struct RoSAPend int roe_dummy; }; cmr12.300Dep ending on whether the reliable transfer service as used to start the asso ciation, cmss12.300 X.400 CLOSE.INDICA TION cmr12.300 or cmss12.300 RO-END.INDICA TION cmr12.300 ev en has ccurred, and the user should resp ond appropriately cmbx12.300Finish Indication cmr12.300When the cmtt12.300 roi_type cmr12.300 �eld of the cmtt12.300 RoSAPindication cmr12.300 parameter cmtt12.300 roi cmr12.300 con tains the alue cmtt12.300 ROI_FINISH cmr12.300 cmtt12.300 AcSAPfinish cmr12.300 structure is con tained inside the cmtt12.300 roi cmr12.300parameter. Dep ending on whether the reliable transfer service as used to start the asso ciation, an cmss12.300 RT-CLOSE.INDICA TION cmr12.300 or an cmss12.300 A-RELEASE.INDICA TION cmr12.300ev en has ccurred, and the user should resp ond appropriately cmbx10.4323.3.5 Rejecting Requests and Replies cmr12.300The cmtt12.300 RoURejectRequest cmr12.300 routine is used to erform user-lev el error-reco ery Usually it signals the rejection of previously receiv ed request or reply cmtt10.329int RoURejectRequest (sd, invoke, reason, priority, roi) int sd; int *invoke, cmr12.30072 cmsl12.300 CHAPTER 3. REMOTE OPERA TIONS cmtt10.329reason, priority; struct RoSAPindication *roi; cmr12.300The parameters to this pro cedure are: cmtt12.300sd cmbx12.300 cmr12.300 the asso ciation-descriptor; cmtt12.300invoke cmbx12.300 cmr12.300 oin ter to the in cation ID of the request in question (or cmtt12.300NULLIP cmr12.300 if this rejection do es not apply to particular request or reply); cmtt12.300reason cmbx12.300 cmr12.300 \non-fatal" user-initiated rejection co de as listed in able 3.1 on page 60; cmtt12.300priority cmbx12.300 cmr12.300 the priorit of this request; and, cmtt12.300roi cmbx12.300 cmr12.300 oin ter to cmtt12.300 RoSAPindication cmr12.300 structure, whic is up dated only if the call fails. Up on successful return from this call, cmss12.300 ROU-U-REJECT.INDICA TION cmr12.300 ev en has een queued for the other user. cmbx10.4323.3.6 Async hronous Ev en Handling cmr12.300The request/reply ev en ts discussed th us far ha een sync hronous in nature. Some users of the remote op erations service ma wish an async hronous in ter- face. The cmtt12.300 RoSetIndications cmr12.300 routine is used to hange the service asso ciated with an asso ciation-descriptor to an async hronous in terface. cmtt10.329int RoSetIndications (sd, indication, roi) int sd; IFP indication; struct RoSAPindication *roi; cmr12.300The parameters to this pro cedure are: cmtt12.300sd cmbx12.300 cmr12.300 the asso ciation-descriptor; cmtt12.300indication cmbx12.300 cmr12.300 the address of an ev en t-handler routine to in ok ed when an ev en ccurs; and, cmsl12.3003.3. REMOTE OPERA TIONS cmr12.300 73 cmtt12.300roi cmbx12.300 cmr12.300 oin ter to cmtt12.300 RoSAPindication cmr12.300 structure, whic is up dated only if the call fails. If the service is to made async hronous, then cmtt12.300 indication cmr12.300 is sp eci�ed; otherwise, if the service is to made sync hronous, it is not sp eci�ed (use the manifest constan cmtt12.300 NULLIFP ). cmr12.300 The most lik ely reason for the call failing is cmtt12.300ROS_WAITING cmr12.300 whic indicates that an ev en is aiting for the user. When an ev en ccurs, the ev en t-handler routine is in ok ed with parameters: cmtt10.329(*handler) (sd, roi); int sd; struct RoSAPindication *roi; cmr12.300The parameters are: cmtt12.300sd cmbx12.300 cmr12.300 the asso ciation-descriptor; and, cmtt12.300roi cmbx12.300 cmr12.300 oin ter to cmtt12.300 RoSAPindication cmr12.300 structure enco ding the ev en t. Note that the data con tained in the structure as allo cated via cmti12.300 mal lo cmr12.300 (3), and should released with the appropriate macro (i.e., cmtt12.300 ROPFREE cmr12.300 cmtt12.300 ROXFREE cmr12.300 cmtt12.300RORFREE cmr12.300 or cmtt12.300 ROEFREE cmr12.300 when no longer needed. When an ev en t-handler is in ok ed, future in cations of the ev en t-hander are blo ed un til it returns. The return alue of the ev en t-handler is ignored. urther, during the execution of sync hronous call to the library the ev en t- handler will blo ed from eing in ok ed. The one exception to this is call to cmtt12.300 RoInvokeRequest cmr12.300 with the cmtt12.300 class cmr12.300 parameter set to cmtt12.300 ROS_SYNC cmr12.300

In this circumstance, replies to in cations other than the one eing aited for will result in the ev en t-handler eing in ok ed as appropriate. cmbx12.300NOTE: cmr12.300 The cmti12.300 libr osap cmr12.300 (3n) library uses the SIGEMT signal to pro vide these services. Programs using async hronous asso ciation- descriptors should NOT use SIGEMT for other purp oses. cmbx10.4323.3.7 Sync hronous Ev en Multiplexing cmr12.300user of the remote op erations service ma wish to manage ultiple asso ciation- descriptors sim ultaneously; the routine cmtt12.300 RoSelectMask cmr12.300 is pro vided for this cmr12.30074 cmsl12.300 CHAPTER 3. REMOTE OPERA TIONS cmr12.300purp ose. This routine up dates �le-descriptor mask and asso ciated coun ter for use with cmtt12.300 xselect cmr12.300 (consult Section 2.4), as asso cation-descriptors are �le- descriptors. cmtt10.329int RoSelectMask (sd, mask, nfds, roi) int sd; fd_set *mask; int *nfds; struct RoSAPindication *roi; cmr12.300The parameters to this pro cedure are: cmtt12.300sd cmbx12.300 cmr12.300 the asso ciation-descriptor; cmtt12.300mask cmbx12.300 cmr12.300 oin ter to �le-descriptor mask meaningful to cmtt12.300 xselect cmr12.300 cmtt12.300nfds cmbx12.300 cmr12.300 oin ter to an in teger-v alued lo cation meaningful to cmtt12.300 xselect cmr12.300 and, cmtt12.300roi cmbx12.300 cmr12.300 oin ter to cmtt12.300 RoSAPindication cmr12.300 structure, whic is up dated only if the call fails. If the call is successful, then the cmtt12.300 mask cmr12.300 and cmtt12.300 nfds cmr12.300 parameters can used as argumen ts to cmtt12.300 xselect cmr12.300

The most lik ely reason for the call failing is cmtt12.300ROS_WAITING cmr12.300 whic indicates that an ev en is aiting for the user. If cmtt12.300 xselect cmr12.300 indicates that the asso ciation-descriptor is ready for reading, cmtt12.300RoWaitRequest cmr12.300 should called with the cmtt12.300 secs cmr12.300 parameter equal to cmtt12.300 OK cmr12.300

If the net ork activit do es not constitute an en tire ev en for the user, then cmtt12.300RoWaitRequest cmr12.300 will return cmtt12.300 NOTOK cmr12.300 with error co de cmtt12.300 ROS_TIMER cmr12.300 cmbx10.5183.4 Error Con en tions cmr12.300All of the routines in this library return the manifest constan cmtt12.300 NOTOK cmr12.300 on error, and also up date the cmtt12.300 roi cmr12.300 parameter giv en to the routine. The elemen called cmtt12.300roi_preject cmr12.300 in the cmtt12.300 RoSAPindication cmr12.300 structure enco des the reason for the failure. determine the reason, one co erces oin ter to cmtt12.300 RoSAPpreject cmr12.300structure, and consults the cmtt12.300 rop_reason cmr12.300 elemen of this latter structure. This elemen can giv en as parameter to the routine cmtt12.300 RoErrString cmr12.300 whic returns ull-terminated diagnostic string. cmsl12.3003.5. COMPILING AND LO ADING cmr12.300 75 cmtt10.329char *RoErrString (c) int c; cmbx10.5183.5 Compiling and Loading cmr12.300Programs using the cmti12.300 libr osap cmr12.300 (3n) library should include cmtt12.300 <isode/rosap.h> cmr12.300 whic automatically includes the header �le cmtt12.300 <isode/psap.h> cmr12.300 describ ed in Chapter and the header �le cmtt12.300 <isode/acsap.h> cmr12.300 describ ed in Chapter 2. The programs should also loaded with cmtt12.300 -lisode cmr12.300 cmbx10.5183.6 Tw Examples cmr12.300Tw examples are no presen ted: detailed exp osition on the construction of resp onder for remote op erations; and, terse presen tation of an initiator pro cess. cmbx10.4323.6.1 The Generic Serv er cmr12.300Let’s consider ho one migh construct generic serv er whic uses remote op erations services. This en tit will use an async hronous in terface. There are parts to the program: initialization and the request/reply lo op. In our example, assume that the routine cmtt12.300 error cmr12.300 results in the pro cess eing terminated after prin ting diagnostic. In Figure 3.1, the initialization steps for the generic resp onder, including the outer cmti12.300 cmr12.300 wrapp er, is sho wn. First, the CSE state is re-captured call- ing cmtt12.300 AcInit cmr12.300

If this succeeds, then an command line argumen ts are parsed. Assuming that the resp onder is satis�ed with the prop osed asso ciation, it calls cmtt12.300 AcAssocResponse cmr12.300 to accept the asso ciation. Then, cmtt12.300 RoSetService cmr12.300 is called to set the underlying service to used for remote op erations. The cmtt12.300RoSetIndications cmr12.300 routine is called to sp ecify an async hronous ev en han- dler. Finally the main request/reply lo op is realized. The serv er simply uses cmti12.300ause cmr12.300 (2) to ait for the next ev en t. In Figure 3.2 on page 77, the cmtt12.300 ros_indication cmr12.300 routine simply dispatc hes based on the alue of the cmtt12.300 roi_type cmr12.300 elemen of the cmtt12.300 RoSAPindication cmr12.300 struc- ture. cmr12.30076 cmsl12.300 CHAPTER 3. REMOTE OPERA TIONS cmbx8.300#include cmmi8.300 stdio.h cmmi8.300 cmbx8.300#include cmtt8.300 "generic.h" cmmi8.300 cmr8.300 cmti8.300 de�nes OPERA TIONS and ERR ORS cmmi8.300 cmbx8.300#include cmmi8.300 iso cmr8.300 de cmmi8.300 rosap.h cmmi8.300 cmbx8.300in cmr8.300 cmr8.300 ros indication (); main (argc, argv, en vp) cmbx8.300in cmr8.300 argc; cmr7.300 10 cmbx8.300har cmr8.300 **argv, **en vp; cmsy8.300cmbx8.300in cmr8.300 result, sd; cmbx8.300struct cmr8.300 AcSAPstart acss; cmbx8.300register struct cmr8.300 AcSAPstart *acs &acss; cmbx8.300struct cmr8.300 AcSAPindication acis; cmbx8.300register struct cmr8.300 AcSAPindication *aci &acis; cmbx8.300register struct cmr8.300 AcSAP ab ort *aca &aci cmsy8.300 cmmi8.300 cmr8.300 aci ab ort; cmr7.300 20 cmbx8.300register struct cmr8.300 PSAPstart *ps &acs cmsy8.300 cmmi8.300 cmr8.300 acs start; cmbx8.300struct cmr8.300 RoSAPindication rois; cmbx8.300register struct cmr8.300 RoSAPindication *roi &rois; cmbx8.300register struct cmr8.300 RoSAPpreject *rop &roi cmsy8.300 cmmi8.300 cmr8.300 roi preject; cmbx8.300if cmr8.300 (AcInit (argc, argv, acs, aci) == NOTOK) error "initialization cmtt8.300 fails: %s" cmr8.300

AcErrString (aca cmsy8.300 cmmi8.300 cmr8.300 aca reason)); sd acs cmsy8.300 cmmi8.300 cmr8.300 acs sd; CSFREE (acs); cmr7.300 30 cmmi8.300cmti8.300 ad ommand line ar guments her e... cmmi8.300 cmbx8.300if cmr8.300 (AcAsso cResp onse (sd, CS CCEPT, CS USER NULL, NULLOID, NULLAEI, &ps cmsy8.300 cmmi8.300 cmr8.300 ps called, NULLPC, ps cmsy8.300 cmmi8.300 cmr8.300 ps defctxresult, ps cmsy8.300 cmmi8.300 cmr8.300 ps prequiremen ts, ps cmsy8.300 cmmi8.300 cmr8.300 ps srequiremen ts, SERIAL NONE, ps cmsy8.300 cmmi8.300 cmr8.300 ps settings, &ps cmsy8.300 cmmi8.300 cmr8.300 ps connect, NULLPEP 0, aci) == NOTOK) error "A-ASSOCIATE.RESPONSE: cmtt8.300 %s" cmr8.300

AcErrString (aca cmsy8.300 cmmi8.300 cmr8.300 aca reason)); cmr7.30040 cmbx8.300if cmr8.300 (RoSetService (sd, RoPService, roi) == NOTOK) error "RoSetService: cmtt8.300 %s" cmr8.300

RoErrString (rop cmsy8.300 cmmi8.300 cmr8.300 rop reason)); cmbx8.300if cmr8.300 (RoSetIndications (sd, ros indication, roi) == NOTOK) error "RoSetIndications: cmtt8.300 %s" cmr8.300

RoErrString (rop cmsy8.300 cmmi8.300 cmr8.300 rop reason)); cmbx8.300for cmr8.300 (;;) pause (); cmsy8.300cmr12.300Figure 3.1: Initializing the generic OS resp onder cmsl12.3003.6. TW EXAMPLES cmr12.300 77 cmr8.300... cmbx8.300static in cmr8.300 ros indication (sd, roi) cmbx8.300in cmr8.300 sd; cmbx8.300register struct cmr8.300 RoSAPindication *roi; cmsy8.300cmbx8.300switc cmr8.300 (roi cmsy8.300 cmmi8.300 cmr8.300 roi yp e) cmsy8.300 cmbx8.300case cmr8.300 OI INV OKE: ros in ok (sd, &roi cmsy8.300 cmmi8.300 cmr8.300 roi in ok e); cmbx8.300break cmr8.300 cmr7.300 10 cmbx8.300case cmr8.300 OI RESUL T: ros result (sd, &roi cmsy8.300 cmmi8.300 cmr8.300 roi result); cmbx8.300break cmr8.300 cmbx8.300case cmr8.300 OI ERR OR: ros error (sd, &roi cmsy8.300 cmmi8.300 cmr8.300 roi error); cmbx8.300break cmr8.300 cmbx8.300case cmr8.300 OI UREJECT: cmr7.300 20 cmr8.300ros ureject (sd, &roi cmsy8.300 cmmi8.300 cmr8.300 roi ureject); cmbx8.300break cmr8.300 cmbx8.300case cmr8.300 OI PREJECT: ros preject (sd, &roi cmsy8.300 cmmi8.300 cmr8.300 roi preject); cmbx8.300break cmr8.300 cmbx8.300case cmr8.300 OI FINISH: ros �nish (sd, &roi cmsy8.300 cmmi8.300 cmr8.300 roi �nish); cmbx8.300break cmr8.300 cmr7.300 30 cmbx8.300default cmr8.300 error "unknown cmtt8.300 indication type=%d" cmr8.300 roi cmsy8.300 cmmi8.300 cmr8.300 roi yp e); cmsy8.300cmr8.300... cmr12.300Figure 3.2: The request/reply lo op for the generic OS resp onder cmr12.30078 cmsl12.300 CHAPTER 3. REMOTE OPERA TIONS cmr8.300... cmbx8.300in cmr8.300 OP1 (), ..., OPn (); cmmi8.300cmti8.300

OPERA TIONS ar numb er APDU OPx, wher ach is unique inte ger. urther, APDU UNKNO WN is use as tag di�er ent than any valid op er ation. ERR ORS ar numb er ERR OR xyz, wher ach is unique inte ger. ERR OR MISTYPED is use to signal an ar gument err or to an op er ation. cmr7.300 10 cmti8.300urther, ERR OR UNKNO WN is use as tag to indic ate that the op er ation suc de d. Final ly, note that ox cmsy8.300 cmmi8.300 cmti8.300 ox ar gs is up date in plac by these outines. If the outine eturns ERR OR UNKNO WN, then ox ar gs ontains the esults of the op er ation. If the outine eturns ERR OR MISTYPED, then ox ar gs is untouche d. Otherwise, if the outine eturns any other value, then ox ar gs ontains the ar ameters of the err or which curr d. Obviously, ach outine al ls XFREE prior to setting ox ar gs to new value. cmmi8.300 cmr7.300 20 cmbx8.300static struct cmr8.300 dispatc cmsy8.300 cmbx8.300in cmr8.300 ds op eration; IFP ds ector; cmsy8.300cmr8.300 dispatc hes[] cmsy8.300 cmr8.300APDU OP1, OP1, ... APDU OPn, OPn, cmr7.300 30 cmr8.300APDU UNKNO WN cmsy8.300cmr8.300

... cmr12.300Figure 3.2: The request/reply lo op for the generic OS resp onder (con tin ued)