cmsl12.3002.6. RESTRICTIONS ON USER cmr12.300 49 cmtt10.329/* check fds for activity, do other things */ cmr12.300Please note that cmtt12.300 isodeserver cmr12.300 and cmtt12.300 iserver_wait cmr12.300 implemen one ossible discipline for asso ciation managemen t. Man others are ossible, dep ending on the needs of the service eing pro vided. urther, note that while the text ab and the example elo are expressed in terms of asso ciation con trol (i.e., they mak use of cmtt12.300 AcInit cmr12.300 and cmtt12.300 AcAssocResponse ), cmr12.300 this facilit will pro- vide similar supp ort at an other la er in the system (e.g., cmtt12.300 isodeserver cmr12.300 can used for transp ort or session en tities). Also note that as these routines use the cmtt12.300 TNetAccept cmr12.300 routines, hild pro- cess are collected automatically If ou wish to start hild pro cesses and ait for their exit status, ou should tak note of the arnings asso ciated with the cmtt12.300 TNetAccept cmr12.300 pro cedure (see Section 4.7 on page 130 of cmti12.300 olume Two ). cmbx10.5182.6 cmr12.300 Restrictions on User Data cmr12.300quote the ISO88a sp eci�cation: cmbx12.300NOTE: cmr12.300 Use of the services ma sub ject to some constrain ts from (the) session services un til ork on pro viding unlimited length user data �eld parameters on session primitiv es is com- pleted. cmbx10.5182.7 Error Con en tions cmr12.300All of the routines in this library return the manifest constan cmtt12.300 NOTOK cmr12.300 on er- ror, and also up date the cmtt12.300 aci cmr12.300 parameter giv en to the routine. The cmtt12.300 aci_abort cmr12.300elemen of the cmtt12.300 AcSAPindication cmr12.300 structure enco des the reason for the fail- ure. One co erces the oin ter to an cmtt12.300 AcSAPabort cmr12.300 structure, and consults the cmtt12.300aca_reason cmr12.300 elemen of this latter structure. This elemen can giv en as parameter to the routine cmtt12.300 AcErrString cmr12.300 whic returns ull-terminated diagnostic string. cmtt10.329char *AcErrString (c) int c; cmr12.30050 cmsl12.300 CHAPTER 2. ASSOCIA TION CONTR OL cmr12.300The macro can used to determine if the failure is fatal (the asso ciation has een lost). cmtt10.329int ACS_FATAL(r) int r; cmr12.300or proto col purists, the cmtt12.300 ACS_OFFICIAL cmr12.300 macro can used to determine if the error is an \o�cial" error as de�ned the sp eci�cation, or an \uno�cial" error used the implemen tation. cmtt10.329int ACS_OFFICIAL (r) int r; cmbx10.5182.8 Compiling and Loading cmr12.300Programs using the cmti12.300 lib acsap cmr12.300 (3n) library should include cmtt12.300 <isode/acsap.h> cmr12.300The programs should also loaded with cmtt12.300 -lisode cmr12.300cmbx10.5182.9 An Example cmr12.300One example of the use of the cmti12.300 lib acsap cmr12.300 (3n) library is found in Section 3.6.1 on page 75. This example is straigh t-forw ard in presen ting the in teraction of asso ciation con trol and remote op erations. No let’s consider ho to rewrite the serv er to use the facilities describ ed ab in Section 2.5. Instead of using an async hronous in terface, sync hronous in terface will emplo ed. Only Figure 3.1 from the example in Section 3.6.1 need hanged. assume that there are three exception-logging routines: cmti12.300 fatal cmr12.300whic prin ts diagnostic and terminates the pro cess; cmti12.300 err or cmr12.300whic prin ts diag- nostic and then executes the statemen cmtt10.329longjmp (toplevel, NOTOK); cmr12.300and, cmti12.300 warn cmr12.300 whic simply prin ts diagnostic. In Figure 2.3, the replacemen routines are sho wn. First, the application- en tit title for the service is deteremined. The routine cmtt12.300 isodeserver cmr12.300 is then called with its requisite argumen ts. If the routine fails, the pro cess terminates after prin ting diagnostic. Otherwise the pro cess exits. In the case where the cmti12.300tsap cmr12.300 (8c) daemon in ok es new instance of the serv er eac time an incoming cmsl12.3002.9. AN EXAMPLE cmr12.300 51 connection is receiv ed, cmtt12.300 isodeserver cmr12.300 will return after that asso cation has een released. In the case where all incoming connections are giv en to single instance of the serv er, then cmtt12.300 isodeserver cmr12.300 returns only if fatal error is detected. The routine cmtt12.300 ros_init cmr12.300 is called for eac incoming connection. First, the CSE state is re-captured calling cmtt12.300 AcInit cmr12.300

If this succeeds, then an command line argumen ts are parsed. These argumen ts are presen only if the serv er as in ok ed the cmti12.300 tsap cmr12.300 (8c) daemon. Assuming that the re- sp onder is satis�ed with the prop osed asso ciation, the routine then calls cmtt12.300AcAssocResponse cmr12.300 to accept the asso ciation. Then, cmtt12.300 RoSetService cmr12.300 is called to set the underlying service to used for remote op erations. Finally the asso ciation-descriptor is returned to cmtt12.300 isodeserver cmr12.300

The routine cmtt12.300 ros_work cmr12.300 is called when activit ccurs on an asso ciation. The routine sets global return ector using cmti12.300 setjmp cmr12.300 (3) and then calls cmtt12.300 RoWaitRequest cmr12.300to read the next indication. This usually results in the routine cmtt12.300 ros_indication cmr12.300(found in Figure 3.2 on page 77) eing called. If the asso ciation as not re- leased, then cmtt12.300 ros_work cmr12.300 returns cmtt12.300 OK cmr12.300

Otherwise if some error ccurred, use of the routine cmtt12.300 error cmr12.300 will cause con trol to return to the cmtt12.300 setjmp cmr12.300 call. In this case, cmtt12.300AcUAbortRequest cmr12.300 is called to mak sure that the asso ciation is (ungracefully) released, then cmtt12.300 NOTOK cmr12.300 is returned to cmtt12.300 isodeserver cmr12.300

The routine cmtt12.300 ros_lose cmr12.300 simply logs the failure of cmtt12.300 TNetAccept cmr12.300 when called from cmtt12.300 isodeserver cmr12.300 cmr12.30052 cmsl12.300 CHAPTER 2. ASSOCIA TION CONTR OL cmbx8.300#include cmmi8.300 stdio.h cmmi8.300 cmbx8.300#include cmtt8.300 "generic.h" cmmi8.300 cmr8.300 cmti8.300 de�nes OPERA TIONS and ERR ORS cmmi8.300 cmbx8.300#include cmmi8.300 iso cmr8.300 de cmmi8.300 rosap.h cmmi8.300 cmbx8.300#include cmmi8.300 cmr8.300 iso cmr8.300 de cmmi8.300 tsap.h cmmi8.300 cmr8.300 cmti8.300 for listening cmmi8.300 cmbx8.300#include cmmi8.300 setjmp.h cmmi8.300 cmbx8.300static cmr8.300 har cmr8.300 *m yservice cmtt8.300 "service" cmr8.300 cmbx8.300static har cmr8.300 *m ycon text cmtt8.300 "context" cmr8.300 cmr7.30010 cmbx8.300static cmr8.300 jmp buf toplev el; cmbx8.300in cmr8.300 ros init (), ros ork (), ros lose (); main (argc, argv, en vp) cmbx8.300in cmr8.300 argc; cmbx8.300har cmr8.300 **argv, **en vp; cmr7.300 20 cmsy8.300cmr8.300AEI aei; cmbx8.300struct cmr8.300 TSAPdisconnect tds; cmbx8.300register struct cmr8.300 TSAPdisconnect *td &tds; cmbx8.300if cmr8.300 ((aei str2aei (PLo calHostName (), yservice, ycon text, 0, NULLCP NULLCP)) == NULLAEI) fatal "unable cmtt8.300 to resolve service: %s" cmr8.300

PY ep y); cmbx8.300if cmr8.300 (iso deserv er (argc, argv, aei, ros init, ros ork, ros lose, td) cmr7.300 30 cmr8.300== NOTOK) cmsy8.300 cmbx8.300if cmr8.300 (td cmsy8.300 cmmi8.300 cmr8.300 td cc cmmi8.300 cmr8.300 0) fatal "isodeserver: cmtt8.300 [%s] %*.*s" cmr8.300

TErrString (td cmsy8.300 cmmi8.300 cmr8.300 td reason), td cmsy8.300 cmmi8.300 cmr8.300 td cc, td cmsy8.300 cmmi8.300 cmr8.300 td cc, td cmsy8.300 cmmi8.300 cmr8.300 td data); cmbx8.300else cmr8.300fatal "isodeserver: cmtt8.300 [%s]" cmr8.300

TErrString (td cmsy8.300 cmmi8.300 cmr8.300 td reason)); cmsy8.300cmr8.300exit (0); cmsy8.300cmr7.300 40 cmr8.300... cmr12.300Figure 2.3: The generic OS serv er cmsl12.3002.9. AN EXAMPLE cmr12.300 53 cmr8.300... cmbx8.300static in cmr8.300 ros init (v ecp, ec) cmbx8.300in cmr8.300 ecp; cmbx8.300har cmr8.300 **v ec; cmsy8.300cmbx8.300in cmr8.300 sd; cmbx8.300struct cmr8.300 AcSAPstart acss; cmbx8.300register struct cmr8.300 AcSAPstart *acs &acss; cmbx8.300struct cmr8.300 AcSAPindication acis; cmr7.300 10 cmbx8.300register struct cmr8.300 AcSAPindication *aci &acis; cmbx8.300register struct cmr8.300 AcSAP ab ort *aca &aci cmsy8.300 cmmi8.300 cmr8.300 aci ab ort; cmbx8.300register struct cmr8.300 PSAPstart *ps &acs cmsy8.300 cmmi8.300 cmr8.300 acs start; cmbx8.300struct cmr8.300 RoSAPindication rois; cmbx8.300register struct cmr8.300 RoSAPindication *roi &rois; cmbx8.300register struct cmr8.300 RoSAPpreject *rop &roi cmsy8.300 cmmi8.300 cmr8.300 roi preject; cmbx8.300if cmr8.300 (AcInit (v ecp, ec, acs, aci) == NOTOK) cmsy8.300 cmr8.300arn "initialization cmtt8.300 fails: %s" cmr8.300

AcErrString (aca cmsy8.300 cmmi8.300 cmr8.300 aca reason)); cmbx8.300return cmr8.300 NOTOK; cmr7.300 20 cmsy8.300cmr8.300sd acs cmsy8.300 cmmi8.300 cmr8.300 acs sd; CSFREE (acs); cmmi8.300cmti8.300 ad ommand line ar guments her e... cmmi8.300 cmbx8.300if cmr8.300 (AcAsso cResp onse (sd, CS CCEPT, CS USER NULL, NULLOID, NULLAEI, &ps cmsy8.300 cmmi8.300 cmr8.300 ps called, NULLPC, ps cmsy8.300 cmmi8.300 cmr8.300 ps defctxresult, ps cmsy8.300 cmmi8.300 cmr8.300 ps prequiremen ts, ps cmsy8.300 cmmi8.300 cmr8.300 ps srequiremen ts, cmr7.300 30 cmr8.300SERIAL NONE, ps cmsy8.300 cmmi8.300 cmr8.300 ps settings, &ps cmsy8.300 cmmi8.300 cmr8.300 ps connect, NULLPEP 0, aci) == NOTOK) cmsy8.300 cmr8.300arn "A-ASSOCIATE.RESPONSE: cmtt8.300 %s" cmr8.300

AcErrString (aca cmsy8.300 cmmi8.300 cmr8.300 aca reason)); cmbx8.300return cmr8.300 NOTOK; cmsy8.300cmbx8.300if cmr8.300 (RoSetService (sd, RoPService, roi) == NOTOK) fatal "RoSetService: cmtt8.300 %s" cmr8.300

RoErrString (rop cmsy8.300 cmmi8.300 cmr8.300 rop reason)); cmbx8.300return cmr8.300 sd; cmr7.300 40 cmsy8.300cmr8.300... cmr12.300Figure 2.3: The generic OS serv er (con tin ued) cmr12.30054 cmsl12.300 CHAPTER 2. ASSOCIA TION CONTR OL cmr8.300... cmbx8.300static in cmr8.300 ros ork (fd) cmbx8.300in cmr8.300 fd; cmsy8.300cmbx8.300in cmr8.300 result; cmbx8.300struct cmr8.300 AcSAPindication acis; cmbx8.300struct cmr8.300 RoSAPindication rois; cmbx8.300register struct cmr8.300 RoSAPindication *roi &rois; cmbx8.300register struct cmr8.300 RoSAPpreject *rop &roi cmsy8.300 cmmi8.300 cmr8.300 roi preject; cmr7.300 10 cmbx8.300switc cmr8.300 (setjmp (toplev el)) cmsy8.300 cmbx8.300case cmr8.300 OK: cmbx8.300break cmr8.300 cmbx8.300default cmr8.300 cmbx8.300 oid cmr8.300

AcUAb ortRequest (fd, NULLPEP 0, &acis); cmbx8.300return cmr8.300 NOTOK; cmsy8.300cmr7.30020 cmbx8.300switc cmr8.300 (result RoW aitRequest (fd, OK, roi)) cmsy8.300 cmbx8.300case cmr8.300 NOTOK: cmbx8.300if cmr8.300 (rop cmsy8.300 cmmi8.300 cmr8.300 rop reason == OS TIMER) cmbx8.300break cmr8.300 cmbx8.300case cmr8.300 OK: cmbx8.300case cmr8.300 DONE: ros indication (fd, roi); cmbx8.300break cmr8.300 cmbx8.300default cmr8.300 cmr7.300 30 cmr8.300fatal (NULLCP cmtt8.300 "unknown return from RoWaitRequest=%d" cmr8.300 result); cmsy8.300cmbx8.300return cmr8.300 OK; cmsy8.300cmr8.300... cmr12.300Figure 2.3: The generic OS serv er (con tin ued) cmsl12.3002.10. OR FUR THER READING cmr12.300 55 cmr8.300... cmbx8.300static in cmr8.300 ros lose (td) cmbx8.300struct cmr8.300 TSAPdisconnect *td; cmsy8.300cmbx8.300if cmr8.300 (td cmsy8.300 cmmi8.300 cmr8.300 td cc cmmi8.300 cmr8.300 0) fatal "TNetAccept: cmtt8.300 [%s] %*.*s" cmr8.300

TErrString (td cmsy8.300 cmmi8.300 cmr8.300 td reason), td cmsy8.300 cmmi8.300 cmr8.300 td cc, td cmsy8.300 cmmi8.300 cmr8.300 td cc, td cmsy8.300 cmmi8.300 cmr8.300 td data); cmbx8.300else cmr8.300fatal "TNetAccept: cmtt8.300 [%s]" cmr8.300

TErrString (td cmsy8.300 cmmi8.300 cmr8.300 td reason)); cmr7.300 10 cmsy8.300cmr12.300Figure 2.3: The generic OS serv er (con tin ued) cmbx10.5182.10 or urther Reading cmr12.300The ISO sp eci�cation for asso ciation con trol services is de�ned in ISO88a ]. The corresp onding proto col de�nition is ISO88b ]. cmbx10.746Chapter Remote Op erations cmr12.300The cmti12.300 libr osap cmr12.300 (3n) library implemen ts the Remote Op erations Service (R OS). Three service disciplines are implemen ted: when the ECMA in terpretation of the OS is used, term this the cmti12.300 asic cmr12.300 service discipline; when the CCITT X.400 in terpretation is used, term this the cmti12.300 advanc cmr12.300 service discipline; and, when the new ISO and CCITT MOTIS in terpretation is used, term this the cmti12.300 omplete cmr12.300 service discipline. The adv anced discipline is somewhat less restrictiv than the basic discipline, at the cost of requiring more complex implemen tation on the part of oth the pro vider and the user. The com- plete discipline, in addition to all of the facilities pro vided the adv anced discipline, also supp orts the notion of cmti12.300 linke cmr12.300 op erations. The abstraction pro vided to applications is that of an cmti12.300 asso ciation cmr12.300 for re- mote op erations. An asso ciation is binding et een users: the cmti12.300 initiator cmr12.300of the asso ciation, and the cmti12.300 esp onder cmr12.300 to the asso ciation. Once an asso cia- tion is established, the initiator requests the resp onder to erform remote op erations. The resp onder in turn attempts these op erations, replying with either result or an error. This pro cess con tin ues un til the initiator decides to release the asso ciation. Lik most mo dels of OSI services, the underlying assumption is one of an async hronous en vironmen t: the service pro vider ma generate ev en ts for the service user without the latter en tit triggering the actions whic led to the ev en t. or example, in sync hronous en vironmen t, an indication that data has arriv ed usually ccurs only when the service user asks the service pro vider to read data; in an async hronous en vironmen t, the service pro vider ma in terrupt the service user at an time to announce the arriv al of data. 56 cmsl12.3003.1. NOTICE cmr12.300 57 The cmtt12.300 rosap cmr12.300 mo dule in this release presen ts sync hronous in terface. Ho w- ev er once the asso ciation is established, an async hronous in terface ma selected. All of the routines in the cmti12.300 libr osap cmr12.300 (3n) library are in teger-v alued. They return the manifest constan cmtt12.300 OK cmr12.300 on success, or cmtt12.300 NOTOK cmr12.300 otherwise. cmbx10.5183.1 Notice cmr12.300Please read the follo wing imp ortan message. cmbx12.300NOTE: cmr12.300 The in terface describ ed herein is \ra w" in terface to the re- mote op erations service. Consult cmti12.300 olume our cmr12.300 for \co ok ed" in terface. cmbx10.5183.2 Service Disciplines and Asso ciations cmr12.300There are three service disciplines for remote op erations: cmti12.300 asic cmr12.300 cmti12.300 emote cmr12.300 and cmti12.300omplete cmr12.300

The basic service discipline limits its users ermitting only the initiator to in ok remote op erations. Certain applications, e.g., message handling systems, require more freedom than this, along with more reliabilit The Remote Op erations Service Elemen do es not establish asso ciations. Consult Section 2.1 to determine whic mec hanism ou should use to man- age asso ciations for our application. Since the adv anced and complete dis- ciplines are oth prop er sup ersets of the basic service discipline, users of an asso ciation can utilize exactly the features of the basic service discipline ev en though the adv anced or complete service discipline has een selected, without loss of generalit cmbx10.5183.3 Remote Op erations cmr12.300Once the asso ciation has een established, an asso ciation-descriptor is used to reference the asso ciation. This is usually the �rst parameter giv en to an of the remaining routines in the cmti12.300 libr osap cmr12.300 (3n) library urther, the last parameter is usually oin ter to cmtt12.300 RoSAPindication cmr12.300 structure. If call to one of these routines fails, then the structure is up dated. cmr12.30058 cmsl12.300 CHAPTER 3. REMOTE OPERA TIONS cmtt10.329struct RoSAPindication int roi_type; #define ROI_INVOKE 0x00 #define ROI_RESULT 0x01 #define ROI_ERROR 0x02 #define ROI_UREJECT 0x03 #define ROI_PREJECT 0x04 #define ROI_END 0x05 #define ROI_FINISH 0x06 union struct RoSAPinvoke roi_un_invoke; struct RoSAPresult roi_un_result; struct RoSAPerror roi_un_error; struct RoSAPureject roi_un_ureject; struct RoSAPpreject roi_un_preject; struct RoSAPend roi_un_end; struct AcSAPfinish roi_un_finish; roi_un; #define roi_invoke roi_un.roi_un_invoke #define roi_result roi_un.roi_un_result #define roi_error roi_un.roi_un_error #define roi_ureject roi_un.roi_un_ureject #define roi_preject roi_un.roi_un_preject #define roi_end roi_un.roi_un_end #define roi_finish roi_un.roi_un_finish }; cmr12.300As sho wn, this structure is really discriminated union (a structure with tag elemen follo ed union). Hence, on failure return, one �rst co erces oin ter to the cmtt12.300 RoSAPpreject cmr12.300 structure con tained therein, and then consults the elemen ts of that structure. cmtt10.329struct RoSAPpreject int rop_reason; int rop_id; PE rop_apdu; #define ROP_SIZE 512